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Introduction

Technological conwétegente,tha geasdabdbr phenomeno
independent technologies integrate and form a ne
smartphomnsevatapbrandepessdhcnats tteeclhenpohl oongei,e sc o mput e
music @olawviesion ( TV),nawmidg agteiod tooctaat o bnign galned de vi c e
smartphone has become i1its ow@ur riadmtalloy .85 abhe cate
global populatsemsamnkkbdsldamwdegtboanes uar ¢lni # hei rcul a
United States, about 80% of the U.S. population
active device5Thaer et eicnh ncoil rocghi hosatlsi wdnd.revde rigne recset a b1l i s
neand prominent smartphone industry sector, wort
some estimates

Technological <c¢comveragiegnscue® Sfmawh eprree s(onntgr e s s may t
and/ or oversight actsonassodhnetedswiebttetdchanoiboga
regulatory jurisdictionFiddidtg,jtmdrpgrngaarnyd bmde gn
technologies from distinct functional <categories
chall engiensg troe gduelfaitnnoavd ppé¢ s pdegiceb imi nti ings oversigh
jurisdictions and regulatormapubdowome iecesompfloirc atoa
t hheoundaries that-famecd i vap d wbelthentbdd pegltide et her
words, delineating which policy authorizes whict
regulate which industry 1s Hmnw Jdoomghreeossese i mpl e and
overcscaed adnstries and goverame ndompEleincatesd mhwe atlc
converging technologies that blur and blend exis
Secodndg,ital privacy concerns'col¢mcfiom aondvasggd
personal antlemahmhil megidatla.c o mwerregaesni cneg fcaocnisluintpat ti eo
collection o fp odtactdat,g iawllailc lp rpovsaecsy concerns for <c¢o
and usage are tied to digital privacy 1ssues bec
identify an ipnadtitvetrimasz kiinnn ti esealConverged technol
vol somfe dbfttgo 1 mphmesee experience by generating mor
anticipafladygt nalcpacnttesnbtei aulsiedd nttd f y, locate, track
an individual’swiktnloowlleedtgdea m gpeoctsemnbtei aslollyd t o t hir d
lStatistay Smart phone Penet r2a0t2ihtps’// wWwWwo.statistaxedrafiatisticR203734globat
smartphongenetratiorper-capitasince2005/

Statista; G1 o b a l Smart phon-<2G7|Stas s htihs/ewiw.sttista.eorsiatigties8 71889/
smartphonavorldwide-installedbase/

2Statista; Smart phone Penetr &t0i2dn | U htipsaindwsstatista.coddtatisti g0 784/
percentagef-mohle-phoneuserswho-usea-smartphonén-the-us/

Statista, “Smartphones2O0 212 t|a lBitpsadwwBsatatista.cordfatistici6é9838/S 2 01 3

smartphoneinstalledbasein-the-us!/.

SStatista; Gl obal Smar
smartphonegevenues/
Arjun Kharpal, “

https://www.cnbc.con201701/17/6-bi

t p h200nle8 R|e viStpsaliteiwseatistbetonBtatisticsb87476¢lobak

6 Billion Smart p hCNBGIanuaWi7]2017Be in Circul ati

llion-smartphonesvill -be-in-circulatiorrin-2020ihs-report.html

4 Personal data refers to information that pertains to a specific individual person. Examples of personal data includ
name, social security number, email address, phone number, home address, fingerprints, and genetics information.
Machine data refers to information generated by a machéneh as a computer, application, sensors, or a device
based on operational actiei. Examples of machine data include sensor readings, network data for communication

protocols, and web logs.
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The firof hisctriepmrt describes tietchh ncolloosgilcya la scsooncwv
media convergence andhretrwhboklaoattiseaecegewde Things
smart home devicelOfaste¢hlprée enacynexnagmpidess, consume
directly engage wi tlhe ocnot,nr vgeeringeerda It eccohnnsoul noegrise smay n

same level of engagement or under st aonfdtienng of me c
occur in the background.

The secomd hsiesc triegpmoe gulpattsen,t sdi gital 9orivacy, an
pertaining to techrolbloagiteahaddrtglgginmlmadt iFveec e n t
actian¢idésscussed.

The t hi rodf hsiesc trieopnor t ¢ o ccolnisd edse rGaatrti gorngsso ¢f.eomrt i a |

overarching considgiavnloprfoncyegahdtdaya decuri
deter mining fotfh e hreolfeederal government in an envi
evol ohawnqmuei cktygnadandues to disrtRoplti eixda shhgemege if 7riamg
t hr e e—rieslgsanteisons, digital —mayvdbeyofandtedateasts ¢ ouiC
well as other stakeholders, inclundiag, UaBd gheer
general public.

Description of Technological

“Technol ogi c #ilsa ccoonmwbeerpgtechryegel ng, bl ending, integrat
transformation of lienaddespetaahphét ekbyhnelwogonver ged

This broad, complex concept encompdaodlndssmamwide
home dWkenes.converged technol ogfyunecnteirogre s , it of
technologies or renders them obsolete. In this s

a progneos evolut'ion of technology.

13 2

SMany technological convergence devices are called smart
and are connected to a netwarkd/or other devices for sharing information and interacting with users. Sophisticated

smart devices have machine learning algorithms that offer the ability to learn from past data and user preferences.

6 Media convergence refers to content that is madéadble through multiple forms, formats, and access points on
multiple platforms. Network convergence refers to a single network infrastructure that handles and distributes multiple
types of media. The 10T is a system of interrelated devices that trdatdeover a network among connected devices
without requiring humaito-human or humaio-computer interaction. These topics are further discussed in subsequent
sections of this report.

7 Dong Hee Shin, Woivong Kim,and DongHo on Lee, “Convergence Technologies and
Implication for Regul atAnmugl Méetinglntarnatiot@loCommunicatiorn Association,, ” i n

United States: International Communication Association, 2006).//web.b.ebscohost.coatostdetaildetail ¥id=3&
sid=00dd627599fe-4a5aa32d4cch6b08620c%40pdesessmgrO3Rdata=
JNNpdGU9ZWhvc3QthGI2ZSZzY29wZT1zaXRI#ARZ203990& b=ufh.
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A discussion of tecihsnoolaotgiocna li sc odni vfefri gceunlcte bienc a u s
convergence 1s ¢l osceolny earasgsednomieceatt veodr kw i ct ohn vmeerdgi ean ¢ e .
Technological, omreddémgemandads na,it obourtkt exar cdhe ppeansdseenst s e s
distidceasieoontshr od tteaar ms ealr d nt er changeably, furthe
of an alreadFi giinkeplluesxt rtaotpeisc .r el ationships bet wee
net work convergences

Figure 1.Technological, Media, and Network Convergences

MEDIA NETWORK TECHNOLOGICAL
CONVERGENCE CONVERGENCE CONVERGENCE
Content is provided A network recieves and A device performs many
in many formats. transmits many formats types of functions and

of content. delivers many formats of
content

;@ .

1“"
v v

News available as text, Fixed broadband network Smartphones, smart TVs,

audio, or video format in processes voice, video, and wearable loTs, Industrial

print or digital forms. data (offering multiple loTs, smart city devices and
services such as telephony, platforms.

television, and the internet).

Formats and functions shown are select and not exhaustive.

Source: CRS

Technologicalhcenvergfewmrathfe mdéh 8 fhfee r ¢ a rneetrdgcehnol o g i
and interoperate as a single unit. A converged u
that correspondhtad maTdgechkechngil okly conver gence i
systems thoth é¢émdeuwfarce. whFor example, a user 1inte
as a smart television (TV), to access the conter
has combined the functions of a trsadtihtaitonuasle dI' V&, o
have one specific pur po-sbkaei rl nbraodaddictaisotn TtVo cdhiasnpnles
TVs interface with users to surf the 1nternet, \
t el o’Wld s ff k& @ sh ofmmeo n8 ¢ ¢ nsciotnyn eccatmeed ,t @ laa yn entuwadrck n o
userisncoofmi ng calls and message®Smaand Tdskl cwnvipdeoca
a variety of formats of media to perform multipl

Media con¥lirg emeofenctirdsnattt ei sa vmaid able through mult iy
formats, and access points. Media convergence DpTr

8 Cloud storage refers to storing digital data on remote servers and accessing the data through the internet. Because data
are not stored in argyle, fixed, isolated location, and can be accessed from anywhere, cloud storage gives the
impression of storing dataonanrem ncr et e, flexible, fluid, mobile “c¢cloud.”
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rvices as (@g.humphloamepamdked geenr ®ti oSmismi l arly, cellu
t wovhkeh distribute 1infdevmadasohi to©damlda f f @ mmmo |
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(OB C I ¢ Bl B = B e N v ¢ )

ior to mnet worokgi cmeld icao n vaenrdg etkecghsnjpde ns$ epat avobe k
dicated to handlingtape odifsmeidbut thgtomwasppr ok
nfgdrection device. For example, a t(eil.eepphone net
iket)ween telephone handsetd . viAdebda ohedenstongsat
nvergence riemg Vées.c,olupthe paéemr media, het work, an
couglilwewmmver gence its versatility, flexibility,

A< v amw <35 @e0 =572 40

o O o = o =

Characteristics of Smart Devices

Many technological cobwddgoence sde whdkdT oaffd emal Ing
de vi(cEexsamples of T oT devices arees pditsec ms swadlei mafag
applications, swmgietscohuwveegkdeytebhbhmakteristics

f Smart devices can execute mulstiple functions

T Smart dewiceklcecaetiandanseudatmnacmame and e mpl
learningiad ghbeliitvheerss opti mi zé d pgmdhdenhanced us

T Smart devices are connected to a network dir
ot her s mafréiengleitqommicss accésomtenyswhese on any
plat.form

These key mmrayr patesreinstt dpuost sefnot oi na€l o npgorleitsdsye, 1 ncl udi n

following

T Who will providwibdgulsdatghty aanuwt homwi ti es be ar
technol ogineusl ttihpalte sfeurnwet 1 omg o6 Bhatsdabhoshtb
category?

Corinna Peil and Sergio Sparvier o, MétMEahiergenci@andver gence Meet
Deconvergenceed. Sergio Sparviero, Corinna Peil, and Gabriele Balbi, Global Transformations in Media and

Communication ResearehA Palgraveand IAMCR Series (Cham: Springeréntational Publishing, 2017);30,
https://doi.orgl0.1007978-3-319-512891 1

10 Machine learning algorithms examine historical information and user preferences, extract patterns, and attempt to
predict or anticipate a wuser’s mneed. The predictive capabi
adjusting rules or modglarameters. According to the Merriedlie b s t er dictionary, an algorithm
solving a mathematical problem (as of finding the greatest common divisor) in a finite number of steps that frequently
involves repetit i onerantfmathematioappeinciplasfommithe Basidvbd maghind leafnihg

algorithms, executed as a software program that leverage computing power and executes functions without explicit

commands.
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f How hoadds umer data be collected and used to
witHduumi ting tech’nol ogy innovation

T How todasthapsecutootgapregabrde padsonal infor mat
physsieccaulrity froth malicious actors
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all three characteriesemuilctsi polfe cfounnvcetrigoends ,t edcahtnao 1coog
and ubiqu.iVheoms aaxzttegoeries ofmtloheitnolfuddimgdys tln
Medical Things, smart city infrastructures, and
T
t
0

industry ibso gah ogbraolwiyn ga nnda ri'ffectc be dUmigt ¢ @ S b ank e
i ma t2eQshi&iT retail market in the®dmdtedeStates
million consumer lof dbevi Ud&'Fi gdrllt ashtematee s n
obal 1tdlee™ ufer omi 20 B2 ctoo d2.,00 B8 t oo Mept@amsiosktiad 4 t ¢ s

atistbiacaeld dantdnfor matlino n2c0hls8o,me ¥ CI b sdghises,
arable and hoomen adetvdad essmargteneratedomnerct®dd bi
tciaet se, g somacrittwaess t he 1 a2 @8 &8 whb( +d%)refenuve. The i
terhepgesfichfactbmdest hegrbiwggdesitn terms of gl oba
tween 2017 tahad QWtiBepemihgs Anf esliée mhde E of varic
rkets by McKinseday iadls dposTthi envetsri edalhsleiybigh dtufse mo s t

mp aor eodt hter MdFHesgsvemospment, applildkeidon, and
ntinue Fofpghew awilolnh o &cl@lgliwlsar ser vice, which

OOEU"—‘OQVJUQ\](DH
©C 0 ®» OB 0o +*—OoOwn o

11 samuel Greengard@he Internet of Thingshe MIT Press Essential Knowledge Series (Cambridge, Massachusetts:

The Massachusetts Institute of Technology Press, 2015)

IoT Agenda, What I s I nt er aDBefinitionf fTrhoinm gWh a(tllosT )C?0 m, ”
https://internetofthingsagenda.techtarget.aw®fihitioninternetof-Things|oT.

Rgtatista; T o T Mar ket Si 22¢0 2Wo 1| | dtipsybverwssdatista.Gorafatistics76405 Liot-market

sizeworldwide/

Daniel Alsen,Ma k Pat el , and Jason Shangkuan, “The Future of Conne
McKinseyand Companyhttps://www.mckinsey.corféaturedinsightsinternetof-thingsbur-insightsthe-future-of-
connectivityenablingthe-internetof-things

Statista, “ToT Infrastruct2ulr2ed Ma riSitpsatiwwivsstatistapcodifaiistesi t i on i n US
761278iot-infrastructuremarketby-applicatiorin-us/.

Bgtatista 1T o T Har dware 1in -U82Ret altpsy/duwssttistatconibtatistids688756iot-in-
retaitmarketin-the-us/

statista, T oT Devices in Use by Gtps/ewgwostatista.comfatistiss75ZMAo- | St atistic
consumeiproductinstalledbasein-the-us-by-category/

Bstatista, T oT Subsystems Re-26h8e]| Whttpsh/dviwsstdtista.attiticsb03466iot-
subsystemsevenueworldwide/.

%James Manyika et al., “Unlocki MgKingeyard CBapany,nt i al of the I nt
https://www.mckinsey.corbusinesgunctionsgigital-mckinseybur-insightsthe-internetof-thingsthe-value of-

digitizing-the-physicatworld.
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Figure 2.Internet of Things Subsystems Revenue Worldwide from 2012 to 2018

Sin billions

5100 52.9Connected homes
54.5 Connected

— 2.5 ve hicles
53 7 $11.8 Wearable

575
: systems
$1.4 -510 5

— 52 .0
s10 M ss.1 . 5359 Industrialintemet
20 0.7 ==737 s124
50.6 51.0 legg 7
$0.8 S=—50.8 .
:50_? 5:" 8
& 56.4
ﬂ 29 535, LELED  Connected cities
S0
2012 2013 2014 2015* 2017 2018*

Source: CRS created based on data from Statistd, 0 T Subsystems Re26thB8e| W&t htdwbstlec?2¢
https://www.statista.corstatisticsb03466iot-subsystemsevenueworldwide/.

Notes: The source for this figure did not have the information for 2016 angliag estimations for 2015 and

2018 (with *).The Connected citiecategoryrefers to smart citiesthe Industrial internetcategoryrefers to
industrial internet of thingghe Wearale systems category includes consumer devices that register and provide
personal health information; and the Connected homes category refers to smart homes.

oT devices drt € ffaiseelddsi na nmb nsyer veThd ovlariety of fu
nmip a sasba soraadn gaep polfi Sat e dms e g olroiTe sd eovdiicsecsu sasreed
el ow.

ndustrial Interhketnmpdfe dhinmgs c ( dldebpp Iciama tbieon o f
ound in thiengnmammdaustmydusRaefiadr ddttead naest iof Thi nog
et worked machines 1in a per oadnudc tsihoanr teH ai enifilpoir torwa e ci aonn
fficiency, produ®fheviapypl iacacahtnpem Fafi Mhloa Bt 1 y, fr
etectimm icosirdbes itaprefideéenmepppbddiAdtsiodd odlat  an
nadleariestty; iosfumamdafsact uring, chemicals, food ai
ansdt ggedlr ang¢ h@ompmr watnpdo t e nytiicalid aynci Cubeaaflysin
Nor t h Anheerriecag,oasmmee [ o0oT HdoAdneonhnewsmatyman but t

OO0 D —he= o0

17 CRS Report R4548%;ifth-Generation (5G) Telecommunications Technologies: Issues for Congyedidi C.

Gallagher and Michael E. Dei&

18 ea Bolz, Heike Freund, Tarek Kasah, and Bodo Koefbérl o T P1 at f o r msmefitand Mdchinéry s t ri al Equ
P 1 a y MeKinseyand Companyhttps://www.mckinsey.conmdustrieshdvanceetlectronicsbur-insightsiiot-
platformsthe-technologystackasvaluedriver-in-industriatequipmentandmachinery

PGEDigita,“ Ever yt hi ng You Ne ehttps:#wovw.dercantigitad/ogiavarythindyeuneed
know-aboutindustriatinternetthings

20 |bid.
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changet hélficobnperation of I1 oBly asaskmetrhacl yFtoiucrst hi s
Industrial Revolution (41R).

Internet of MediSomt dThpoghees (ulnot MInfih: eNMMe dh icmgd s

(I oME) i n &l e Mld migc e s, such as heart monitors and
patsehtal th statistics ovee pondwicdenome t woi hg,t o
configurationlbn ahMdl DPreowwart i 20 . milliaweteT devic
connectedawds ]l dwi 26,18, over 400%»mildiparsdenalkes
health level, wuecahr aabsl es mlaorflti tweasts csbeattsyr amenkadss resr
physical activities, bas2@l¥jtaeatver 40dmslbepnngi
were in use 1i%® the United States.

Smart CoTidsvices and s,ysuteamhsd tiina ftrraasntsrpuocrttuartei osne
be grouped undemat ti%Acnt teyxeagnprlye owffi smakit ces yl oF
“smd’gtid and meters for electricitycuwabwoemey and
us aget odacthdh bl eent r alt ocpotnitnriozle spyrsotdeunt t i on and di st
demand ifdal examplhaspOrtation IToT in a smart cit
r as< klearcsat theart i nterface across &LCblpmbisse OHanspo
inning fprophsalDepart memDT SOria (Ttr a@istpofr Cr@& litoenn g e
ncellamadnnected it hdrashraecsare with vehicles, trip
ystem acrtasasn smul tsslypléemmoan a md uasn dv esh? Gtlhedse s .

inali PoSmefttblbetwe €hATKDr gsCeOKans asM;it y,
ittsPhAProght ORandd San ,Ff8mairstcocities is currently
egment of ToT3®»n terms of revenue.

Smart Homseumer product T oT devices wused in homes
unde ts ntahret "chtoeng o r y . Included in this categories ¢
s mart entertamament hsymosedtmat sectad hiegworhkul bs,

Zlotatista; I o T Connecti ons-2085 r tSh abitpse/wwivestatista. dbrafatisticsd33099iot-
connectionsorth-america/

2priceva t er hous e Co o phttps:Hwww.pwe.coRusknkibsary/Zir-ready.html

2Bernar d MhernterneofMEdical Things (IoMT) Will Starto Transform Healthcai@a 2 0 Foibes”
https://www.forbes.corsitesbernardmar201801/25Mhy-the-internetof-medicatthingsiomt-will -startto-transform
healthcaren-2018/

Statista Gl obal Connected I ofd2Tl8 [\Statist,bttps/wwwsstatista.comfatidtiost 7 a

74873 7orldwide-connectedot-devicesby-sector/

25 Statista;* 1 ®@vices in Use by Category in US 2017 | Statistittps://www.statista.corstatistics757717iot-
consumeiproductinstalledbasein-the-us-by-category/

%6« Smarite sCiatnd Ar t i fBraokings(blod), danuady 25 20 ¥aftps:/édvww.brookings.edavents/
smartcitiesandartificial-intelligence/

2TAndr e w Meforlilities: Snlad Water, Gasaitll e c t ri ¢ Ut i 1 iBusinessInsidep mi ng Soon, ”
https://www.businessinsider.comiernetof-thingsutilities-waterelectricgas201610.

28U.S. Department of Transportation,S mar t Ci t y Ch al | e nhitps)/Mww.§angportatiorbgevi 28, 2016,
smartcity

P®Smart Columbus, “ Hdtps://siartSombus.gdw [Uu 8bu Depart ment of Transpo
Wimner: Col umbus, Ohi bttpsy/cns.dopgowsmarteitywirtn€, 2016,
30U.S. Department of Transportation,Round Two: Seven Finalists Cr®ate Plans To

September 28, 2016ttps://cms.dot.gosMmartcity/-finalists-cities.

SlStatista T o T Subsystems Re-208 8 uk Woitpst/ avswistdtista.cbratdtiticsh03466iot-
subsystemsevenueworldwide/.
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l ocks, ,doaonrd bheolmes s3%Tchwersiet ys msaystt ehmosme 1 oT devices
single network and can be Eiogh trcoadtieegdd rricenso toefl y o
consumer I oT devices used 3Im 200mdd ,were o€l ahedgt
smart homee smairkatoevd3alsob Mlel i on

An Example: Smart Home

A smart home contains a collection of consumer I
experience 1s improved by connectoirnge xvaanrpiloeu,s f e a
smart Heon devices may be interconnected to each
home with vofctenim¢etftefned to as a virtual assist
virtual assi’stAhéxzxsaSApAne Gomigd cd&ssAClotr ¢ aammat , aMd
Sams’sn BiA bvyi.r t u ails aas spilsattafnotr m t hat can manage and
home device se sbtaasbeldi sohne du scerri t er i a .

Moreosennytahome may have a doorbell owsth a videc«

hat 1s nasworkedsenanrs hnotideomicfdy ot essmst amwd tc
uch as r e srt oscukgignegs taelde rrtesc iop e s .

user to see who is at thehdedoprfrath 4 npywhbenk oOwvet
int eA nsenta.rt home may have a smart door lock that
addithent her mostat, 1 i ghtasnjcreeshe stmmartaa homet l et s,
remotely controlilteedr theyt .a A ssema rotv earp ptlhieanc e , such
t
s

me smart home devices r1esemblea tfruamdittiiommalorde
tworking abilities. Examples include smart 1 1g
d s mar t Soanpep Isimmanrcte sh.oemset adbelviischeisn gg@rae new categor )
gmekat did not. eAnpdxApmsesonBab b yprwidrutcual wi t h

s ifslteaxnat as voi Whether itntesfabe. former (evolut
tter (newkekrdwnollwigiesgdrythe smart home industr)

e »n & 35 Wn
L v o B o0

Smart home wleavcidc etsype of T oT, possess the three c
t e c hnonuolgtioiepslbelfeunndcetdi ons, collection amd use of d
through net worlpodemntdatli ogm.] i Elyus nterests associ:
convergence oveud ba shao Pobweme idd vsmagt home 1is s
Congress include the foll owing.

Congress may decriedscoviietresiisghte geausrsiasrdy cttd ons and 1
of smart home devices, especially for products 1
established categmosygitohficceddchhoTogge CThbemimudasesd on (
bdht protecting consumers anrComgomsotsi mgybuewshiomesss t.

32 Statista;* S ma r t—Whbormled wi de | St at httpst/wwwMtatista.comitldok27 94 @0smartt ,
homelvorldwide

Botatista; ] ®Evices in Use by Cat bttpso/www.statista.dostatigtiosis7717iot- St at i st i c, ”
consumeiproductinstalledbasein-the-us-by-category/

34Statista; Gl obal Smart Ho 18@22|Gtatis k attps?//Brivvestatista. 6oistatisticss82204¢lobal
smarthomemarketsizel/

Market size is different from revenue. Market size is the potential revean@stimated, possible, total income that
can be generated from all potential customers, which compose a segment of a market. Revenue is the total positive cash
flow from sales of goods or services in a given timeframe.

SSStatista;” Smart Ho me IMRtpspnovw.statistalcangtudy42112smarthomereport/
36 Federal Trade Commission,Wh a t We Do , ’https:/iwwwe.ftc.goyvabdliiciwhatwe-do.
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the BTCurrent authorities to ensure that they ar
technol ogi epso.t elnnt iaad d igtridohna,o mpouh is a i i© gbgeo ndsi smauys s e d
if other federal government organizations and toh
home technologies.

Congress magwdecidapthsaneedneposlaircyi eeso protect cons
privacy, indlddtmngtmatsame collected and used Dby
smart TV, in privist e oehptahcteidglhdoews h pa olmwvt aels e o f

di gital ©pr icvoancsyu mehrr opurgoht ,eictetsmeorng iamugt hdoir griteti aels pr i v a
linked to practices that are legal &s opposed tc
Congress may efxadnd mal wlhaw htelra ta cpoenrpsrdodnigadlnt il vel vy a
privacwmecans @xy atnhsei sfhlc(lwofh s umeecdadba pnohorities
required.

Emer ging smart home technofloguesdmmf$r dmrraleirc ine@w

actors. In addition to collecting and using pers
security and c¢ybcetrosresc umaiyt yha vivba I mocri'm uma oy ma ¢ i @ 0 p
and home through smart home devices, which offer
feature.urWheentthaegre cu e f eby addresses data, cyber,

maglboonsidered.

Selectesdsbosuated with Techno
Convergence

Regulation, digital privacy, and data security a
technological convergence thatnmdgdhagrdesf sinteres
identified in the smart hamohf etxlnemgpd etsh me & hies spu e s
disclissétdhhesubsequeTilkt hsruebes escetlieocntsetdhteh s s mes are ti
characoétreceonhvesgedi ¢ ewhanod mpfiCheiroaucstleyr i stics of |
Devi’eesti oonnvErgengecof technologies blend and t
distinctions for eosalbetrgeldnokbogpnobogayuscanaper for
Secomadhndl ogical convergence consumes, collect s,
personal andhmoalicogedlattaeachnol ogies allow ubiqu:
end ®Fkescharacteristics are typically observed
media and net wor k.

Regulatory Issues

Congress may consider policies that address bler
technologies and companies merge and replace tra
Pol i cy iisnscuoewse¢ ensaiyght j ur i s ditciteiso,nsa n dr ecgounhmaetrocriya la
competitiveness since a converged technology c¢ou

Federal Trade Commission,A Br i ef Overview of the Federal Trade Commissi
Enforcement Aut hlbttpsi/taww,ft¢.govihoutftc/whiatwe-donfobcementuthority.

37Federal Trade Commission,Dat a and Vi sual i z ahttps:édwmve.ficyowdiforceméntata 15, 201 8,
visualizations

38 Ubiquitous access refers to the capabiityemotely accessing a device of a system anytime, from anywhere on any
platform.
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may be delineating the Fedes a(lF CO)mmaland ctabtada olmBC ar
authorities on conver gencsee rtwicchenso lboegcioeme amio bmolree
wirelessl® connected.

Merging and integrating multiple technologies fr
converged technology pose challenges to regulatoc
oversi ghotnsj maengds ldautt chiofiroirt iccosnver ged technol ogies b
the boundaries t hfaun otnicen shekpeatr dn &t dewdd isha snegtl lee r .
challenge for padleildynmalkgiamsge rmehpecdhte d a gnh niceys pol i ¢
and stwaulad db¢ ®©t capphyn technologies or certain
once clear lines of authority by,thasgnwstry or me
longer simple famd td¢clhnoghdtddioesvawhlere these funct

How Congress oversees which industries and gover
to converging technologies tKomgblensd mayi sddteicn g ec
it cess snasrpye cfiofri cc d mmiitsel faftsicvtei vel y oversee a conve
that servest Mohii plad uflggn,metnlie of converged techno
aut honraiyt isehsi ft as technologies evolve

Theompl exnettsteisng regulatory jurisdiction can be f
convetregd mpalnagirexgul at i ng ceovmoplavniihdege yt cacrhen od iosgcyu s s e
bel ow.

Regulating Converging Technologies

Regulating a conver giesg bdtf e dHirenntldeaggrga toiwrhg crhu litsi pl e
t ec hnoclaongilbesl ,] dhgisngs bectaovome (t) athonehep bet we
converging technol oigsy mm dl an @reedg uc 2ap avar yc oennvteirtgyi n g
mayremé¢w sswhetorn regulatory entity has mnot been i

i ttihael Isyttandar ds anas poevceiefsihbqght wpod ieseablfoshed
dependently. They wermenmgtinmeowaesparabiyl deyeil oy
ampl e, (wtheelne pphroonvyi dc apl eoil¥e | whemmpbolteding vid
lul ar t e c hntohleoegsipeesc teiavceh sftoalnldoawe d £#,gud md etdh dsye
ies speci Whentae eaalhuetigdpidf dtearanimngmli e gy i on s
olmmagyi ebse, retqaad reirdel ¢ os muddards and regulatio

OO0 0O X B B
o — -

D 0 o -
=na
=

uch cases, multiple agencies madhiseaend yt o 1 € g
ire eXxtskowkgd Irtacitvmeaelyw sn.e Inncduurs tardyd inmtaiyo nial cost s
dards and reporting requirements for converg

7 B T |
T I=)
o0

e B e @
(@]

r sast utaetcihbomosl,ogies converge, the outcome ma
nol ogy for whidcihdoa pe guw iEaxtaegtpyl ienacilsugdoer ys oc i al
aloAld , virtuWilt hewtr cdgaadlasgaorr y and oversight fr
w converged technol gopgairetsi andalyy bree gwldattl eudne ¢ gwh d ¢
wly devel op elTdh efyar labndeweitfodr kteog usl ¢eahitm dlm g tory t hey

wledver logkedr ning bodies whdmahnjumdetde c mii ©matad
undaries need to be stretched to cover emer gin

po -

cos B g " —
coo a0 ayp

39 CRS In Focus IF1095%\ccess to Broadband Networks: Net Neutrality Angele A. Gilroy
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ulating Evolving Companies

g

ines evolve and expand s WAdht htolugth t hey
cation is considered normal ba@asiness
@l f ors pcmoimmpgalntiiepsl e 1 nAdnusittrryu sste cctomrcse.r n

=
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=0 < O 0Q a9
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b
assification.

fSomms of t heseasdnavitc also,avsdbddbd ava méir a, smart

o
o 0 B o o =

h
y convergbaceequmpedi et fMmellowtstate
a

e ¢xezmpled widsdbygiahwhiedhbeessocsal media
d e

nicatis,oncsr pasasdsfhcerom ver ged technologies and
d
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Privacy Issues

federal laws protect certain types of

@hg»—g»—tqqaq

n
|
Cur

0

v

(ORI - CEN ¢ Bl
= o0 B OO0

conc

chnological c¢comwrvemgenncuempftaicoinl iatnadp ecsoilnlge ct i on
t eqitgiattlal privacy ®ODehaecnt]l Eotionnanthensage
i vacy 1 sap i e saegbgerceagufistei n ior mat i on cowlrd identif

II il kreelnya e nt r al

40 Monitored security systenae actively observed by a professional home security company who take predetermined
actions based on alerts and activities. Unmonitored onsatitored security systems are managed by the user.
Furthermore, professionally installed home security systam set up by licensed technicians using equipment offered
by a professional home security company-iDgourself home security systems are installed by the user by purchasing
a kit or sensor devices.

“What Organization Re gul aSateWiséblaghhttps:Svevw.safewisexomfnemp ani es ?2, ”

chbinpmrveegetdhaechnol ogibe servhatid cagod

C

pr

s ¢
or compmhlmjitest emhey snmme bhhee¢ gt dhd reghbakio

exampl e, companies suchoffSenAmaszbomeApple cean

d

s and net wor ked c¢o,mtygc f uanse hhsoommes saencdu rviitdye od ec
ese products are bubhodWegvdetrhe s@ starting
an
I home secmonittyoreodpadd®esi t hasepviowd de

(
classified asc¢snfornmdaer édmn st &@ghansaldo gy r ¢

le or fall bet ween rjoureisscdipaltnisdmall ibdwemdadrei

s may be interestedr giend dtiegcihtnaoll opgriievsa,c ywhcic
and use personal informationusaads machine
d a
, us eo,n apnrda cdtiiscseesmi nAast iconverged technolog
e mor e sofy pdeast aa ntdh avto lcuaame i dent i fy, 1l ocate,
s for protecting digital privacy may 1inte

(0]

ar

y

e

0

r

e vieaatl tiehrhnast t i Conves ged technol ogsoefs dlaetvge rtaoge 1 a
mp rtohues er experience by generating more tailorec
at ap octaennitdieanltliyf y, locate, track, paemwrd omonitor an
nowledge. As the wuse of converged technologies

i

securityfagvho-regulatessecuritycompanies/* What Is a Security Sy&afeWise and How Does
(blog), https://www.safewise.corhbmesecurityfaghowdo-securitysystemswork/;“ The Di fference Bet ween

MonitoredandUn moni t or e d S eSafeWis€hlog), ht¥ps:/Awwww.safewisé.combmesecurityfag/

monitoredunmonitoredsystems/and“ I s IY8 ePur ity System Better Than a Professic

SafeWiséblog), https://www.safewise.corhbmesecurityfag/diy-vs-professional/
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Current Data Protection Laws

Whi Ifec dat n &1 t h ahte ncsoinvperled i d dmads ped vacy does not ¢
laws are in place to protect certain types of d
Cur rUe 1St. data protecltliowi dg ws LR RigoembDat®Ral 6631,
Protection L#&w: An Overview

U
a

Gramm-Leach-Bliley Act (GLBA): The GLBA imposes several data protection

obligations on financial institution§ hese obligations are centered on a category of data

caled “consumer” “nonpublic personal information
sharing NPI with thirgparties, (2) providing privacy notices to consumers, and (3) security

NPI from unauthorized access.

Health Insurance Portability and Accountability Act (HIPAA): Under the HIPAA, the

Department of Health and Human Services (HHS) has enacted regulations protecting a

category of medical information <called “protecte
regulations apply to health care providers, health pland, health care clearinghouses

(covered entities), as well as certain “business
regulations generally speak to covered entities’ :
of information to consumers, (3) safeguardr securing PHI, and (4) notification of

consumers following a breach of PHI.

Fair Credit Reporting Act (FCRA). The FCRA covers the collection and use of
information bearing on a consumer ’ s creditworthi
regulations goverthe activities of three categories of entities: (1) credit reporting agencies

(CRAS), (2) entities furnishing information to CRAs (furnishers), and (3) individuals who

use credit reports issued by CRAs (users). In contrast to HIPAA or GLBA, there are no

privacy provisions in FCRA requiring entities to provide notice to a consumer or to obtain

hisoptinoroptout consent before collecting or disclosin
parties. FCRA further has no data security provisions requiring entitiesatotain

safeguards to protect consumer information from
requirements generally focus on ensuring that the consumer information reported by CRAs

and furnishers is accurate and that it is used only for certain permissipleses.

ER)

The Communications Act The Communications Act of 1934 (Communications Act or

Act), as amended, established the Federal Communications Commission (FCC) and

provides a “comprehensive scheme” fThe the regulat
Communications Act includes data protection provisions applicable to common carriers,

cable operators, and satellite carriers.

Video Privacy Protection Act (VPPA): The VPPA was enacted in 1988 in order to

“preserve personal pral purchase, ondelivety ofrvideopapest t o t he r e
or similar audio Vvisual materials.” The VPPA does
requiring entities to maintain safeguards to protect consumer information from

unauthorized access. However, it does have gyiyaovisions restricting when covered

entities can share certain consumer information.
tape s er vi—<caedernpthabinciudes both digital video streaming services and

brick-andmortar video rental storesfrom knowingly disclosing fpersonally identifiable

information](Pll)c oncerning any “consume-inconseniThehout that con
VPPA does not empower any federal agency to enforce violations or the Act and there are

no criminal penalties for violains, but it does provide for a private right of action for

persons aggrieved by the Act.

41 CRS Report R4563Data Protection Law: An Overviewy Stephen P. Mulligan, Wilson C. Freeman, and Chris D.
Linebaugh
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Family Educational Rights and Privacy Act (FERPA): The FERPA creates privacy

protections for student education records. “Educ
gemerally include any “materials which contain 1inf
and are “maintained by an educational agency or
“educational agency of institution”onto include “a

which is the recipient of funds under amgplicableprograny” FERPA generally requires

t hat any “educational agency or institution?” (1
depending on their age, the student (1) control over the disclosure of the atu ’ s

educational records, (2) an opportunity to review those records, and (3) an opportunity to

challenge them as inaccurate.

Federal Securities LawsWhile federal securities statutes and regulations do not explicitly
address data protection, two reguirents under these laws have implications for how
companies prevent and respond to data breaches. First, federal securities laws may require
companies to adopt controls designed to protect against data breaches. Second, federal
securities laws may requilompanies to discuss data breaches when making required
disclosures under securities laws.

Children’s Online P(CORPA)c y ThPer o €C®@BRPAomndct he FTC’
implementing regulations regulate the online coll
Specifically, COPPA’s requirements apply to: 1
service that is “directed to children,” or (
thati t is collecting personal i nfossy. Goveredon fr om
operators must comply with various requirements regarding data collection and use,

privacy policy notifications, and data security.

(1)
2) a
a ch

Electronic Communications Privacy Act(ECPA) The ECPA was enacted in 1986, and

is composed of three acts: téretap Act, the Stored Communications Act (SCA), and

the Pen Register Act. Much of ECPA i1is directed a°
Amendment Iike privacy protections” to electronic
three acts also contain privacligations relevant to negovernmental actors. ECPA is

perhaps the most compressive federal law on electronic privacy, as it is notspecific,

and many of its provisions apply to a wide range of private and public actors. Nevertheless,

its impact ononline privacy has been limited. As some commentators have observed,

ECPA “was designed t o regul ate wiretapping and
commerci al data gathering,” and litigants attemp
collection have generallyeen unsuccessful.

Computer Fraud and Abuse Act (CFAA): The CFAA was originally intended as a

computer hacking statute and is centrally concerned with prohibiting unauthorized

intrusions into computers, rather than addressing other data protectionsigshess the

collection or use of data. Specifically, the CFAA imposes liability when a person
“intentionally accesses a computer without author
thereby obtains.. information frommpmumtye rp’r oitsected c
broadly defined as any computer used in or affecting interstate commerce or

communications, functionalhallowing the statute to apply to angomputerthat is

connected to the internet.

Federal Trade Commission Act(FTC Act) The FTC Act hagmerged as a critical law

relevant to data privacy and security. As some commentators have noted, the FTC has used

its authority undertot haeg eAnccty tfoo rb epcroinvea ctyh,e” “egfof e ¢ t
gaps left by the aforementioned federal statiésile the FTC Act was originally enacted

in 1914 to strengthen competition law, the 1938 Whdsater amendment revised Section

5 of the Act to prohibit a broad range of unscrupulous or misleading practices harmful to

consumers. The Act gives the FTC gdliction over most individuals and entities, although

there are several exemptions. For instance, the FTC Act exempts common carriers,
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nonprofits, and financial institutions such as banks, savings and loan institutions, and
federal credit unions.

ConsumerFinancial Protection Act (CFPA) Similar to the FTC Act, the CFPA prohibits

covered entities from engaging in certain unfair, deceptive, or abusive acts. Enacted in

2010 as Title X of the Dod#rank Wall Street Reform and Consumer Protection Act, the

CFPA created the Consumer Financial Protection Bureau (CRRBBan independent

agency within the Federal Reserve System. The Ac

authorities, including the authority to take any
“comming or engaging in an unfair, deceptive, or
connection with offering or providing a “consumer

State 1aws, such as California Consumer Privacy
Europeats WWGreinemr al Data Protection Regulations ( GI
guidance on®digital privacy.

The F TaChtdhcet C1 aayrteo nt hAec tpr i mawyhFeE € n vt et eisgdathiave, 1 a
enforcement, andptoteghtcagsuameéehowr@ibge pooomote coO

ant i Thise thBG enforcement or administrative respoc
l a#T.he FTE€onsumer prcoutrerc®tmi¢ammp amei sosni odnat a— s ecur ity
such as i, dentoiltay itolme fotfD oD oNoNa nldrChackkt e pttilvaen advert
digital prdavacyi dtmewdf aatin8Whtiilvei tcioenss umer protectio
priwacey increasingly becoming saylnoonney tmoapys gnvoic @ @ s u m«
sufficietndvonjandsduthdrgiyabagdedaesomysfewrs raltly
data on .all devices

Data Pan®atg Security

Digital ©privaciyn vdoilsveeu st swioo ncsl oosdealteyayn apsrsi ovcaicayt each dt adp
s e culaittay .prtihgemaxcegr nisng of data collection, use, a
protection of data fromTheauathwodidd digfticlrse mal i ci ot
]l a wf uvolfneascstt hei i n¢ £ ndeddust beermkt hda ot dual

“2Additional information on foreign governmentbefpund i cies, s u.
in CRS Report R4558Mata Flows, Online Privacy, and Trade Polidyy Rachel F. Fefer
“Federal Trade Commission, “A Brief Overview of the Feder a

Enfor c e me nt Aut h o r httpsy/wilw.ftd.govdkoutfic/whatwe-doknforcementuthority

The Clayton Act (15 U.S.C. 12 et seq.), which was enacted on Octot®91¥h,comprises the U.S. antitrust law along

with the FTC Act (15 U.S.C. 41 et seq.) and hehe Sher man Ac
Commission is charged under Sections 3, 7 and 8 of this Act with preventing and eliminating uglag/ftbntracts,

corporate mergers and acquisitions, and interlocking directorates. This Act was amended by the-Rabimsorict,

Pub. L. No. 74692, 49 Stat. 1526, codified at 15 U.S.C. §§ 13, 13b, and 21a, under which the Commission is

authorized to pevent certain practices involving discriminatory pricing and product promotion. Th&EBtRodino

Act (HSR), addindgSection 7A of the Clayton Acis listed separatey. This i nformation is availabl
https://www.ftc.govenforcemenstatutestlaytornractand athttp://uscode.house.gaiew.xhtmlzeq=
granuleid%3AUSrdim-title15-section12&dition=prelim.

4 Federal Trade Commission,St at ut es Enforced or Adtps/iwivw.ftcgav/ed by t he Comm
enforcemenstaties “ Wh a t ,Wlune D,2013ttps://www.ftc.govaboutftc/whatwe-do.

45 Additional information on Do Not Call or Do Not Track can be foun@RS Report R4507®rotecting Consumers
and Businesses from Fraudulent RobocdlisPatricia Moloney Figliola

Federal Trade Commission,Da t a a n d sV October 15; 2018 ttps:bwmvw. ftc.govenforcementlata
visualizations
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ta sexzmeEptygt of cybersecPDrittay smoemuea istoy tdleear nprsi
licit activitDatsa ssuecchuraist ¢t hprfac toifc edsatiancl ude p
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46 Phishing refers to general attempts by malicious actors to deceive victims to steal sensitive personal information such

as credit card or financial information, passwords, and account credentials. Spear phishing is a targeted attempt aimed

to steal sendite information from a specific individual. In spear phishing, malicious actors often impersonate a

trustworthy entity of a targeted victim.

4TY H. Wong and Humphry Hung, “Information Transparency and I
Exclusivei n t he Pr ovi s iJaumal of Serviees MarketirdB,cne. 8 (May'22, 2009pp. 154164,
https://doi.orgl0.110808876040910955161

48 An example of geolocation data is Global Fiosing System (GPS) coordinates, where the information can identify

the physical location an object including an electronic device.
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Data Brokers

According dtoa ttheo FeliCs ar e
companies that collect consumers’ personal inform

with others Data brokers collect personal information about consumers from a wide range

of sources and provide it for a variety of purposes, includingr i f ying an individual
identity, marking products, and detecting fraud. Because these companies generally never

interact with consumers, consumers are often unaware of their existence, much less the

variety of practices in which they engatje.

The FTC classifies dat brokers into three catesg

“Federal Trade Commission, “Data Brokers: A Call for Trans |
http://www.ftc.govsystemfiles/documentséportstiatabrokerscall-transparencyaccountabilityreportfederattrade
commissioamay-2014/140527databrokerreport.pdf

50 Federal Trade Commission,P r ot e ¢ t i n gvacyio an £na af Rapid €harige: Recommendations For
Businesses and Pol i &tpsuankvefic.goweportsproteatiigconsumerivacylerarapic
changerecommendationbusinessepolicymakers
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51 CRSReport R45631Data Protection Law: An Overvievoy Stephen P. Mulligan, Wilson C. Freeman, and Chris D.
Linebaugh

2Feder al Trade Commission, “Data Broker sMayA 2@all4l, for Tr ans
http://www.ftc.govsystemfiles/documentséportstiatabrokerscall-trarsparencyaccountabilityreportfederattrade
commissioamay-2014/140527databrokerreport.pdf

53 Privacy Rights Clearinghousé Da t a  Bhttpskveww piyatyrights.orgatabrokers

54 Jennifer ValentinedDe Vr i es et alw, Wi&oarYAppWeKamoLast Night, and They
S e ¢ rNew Yoik TimedDecember 10, 2018, sec. Businds$ps://www.nytimes.conmiteractive2018/12/10/
businesdbcationdataprivacy-apps.html

Joseph Cox and Jason Koebler, “I Gave Motieibaamdblog), Hunter $300
January 8, 201%ttps://motherboard.vice.coam_usérticlehepxbzi-gavea-bountyhunter300-dollarslocatedphone
microbilt-zumigotmobile
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Figure 3.Data Collection Online and Offline
As consumers go about their business, data brokers may collect information about them
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